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Multiple 
faces 

detected
Test window lost 
focus (navigated 
away from test)

Student’s 
face is not 
detected

Certain keywords 
detected in speech 
(ex, Ok Google…)

Artificial 
intelligence 
Requests and 
Flags



Live Proctoring Risk Levels

Low Risk

• Lack of appropriate 
attire

• Background noise

• Minor lighting issue

• Non-exam content 
discussed

Medium Risk

• Lack of appropriate 
workspace

• Hat or hoodie

• Headphones

• Partially out of view

High Risk

• Leaving the testing 
area

• Interacting with 
other people

• Distorted/muted 
microphone

• Frequently looking 
to the side

Confirmed 
Academic 

Dishonesty

• Obstructing the 
webcam

• Receiving 
unauthorized help

• Using a cell phone

• Using a search 
engine

Live Proctoring Risk Levels




